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Average connection speeds for the top 50 countries on the Internet

South Korea (11)
Hong Kong (49) 8,57 Mbits
Japan (3) B.03 Mbit/s
Romania (39) £.80 Mbit's
Metherlands (31) 6.50 Mbitls
Swaeden (35) 5.50 Mbitis
Czech Republic (40) .32 Mbitis
Belgium (37) 5.26 Mbitls
Denmark (50) 5,18 Mbitls
Switzerland (43) 5.08 Mbiths
Canada (20) 4.73 Mbit's
United States (2) 4,60 Mbit's
Hungary (41) 4,45 Mbitls
Germany (&) 4,14 Mbinls
Taiwan (28) 4.08 Mibit's
Portugal (47) 3.53 Mbit's
United Kingdom (8) 3.93 Mbit's
Austria (42) 3.76 Mbit's
France (9) 3.36 Mbit's
Israel (46) 3.29 Mbit's
Greece (48) 3.03 Mbit's
Ialy (15) 3.00 Mbitis
Poland (22) 293 Mbit's
Thailand (25) 2.80 Mbit's
Australia (27) 2.86 Mbit's
Spain (18) 277 Mibiths
Russia (7) 2.50 Mbit's
Ukraine (30) 2.28 Mbit's
Chile (36) 218 Mibitls
Saudi Arabia (33) 1.85 Mbitls
Morocco (32) 1.76 Mbitis
Vietnam (21) 1.73 Mbits
Turkey (12) 1.72 Mbitls
Colombia (23) 1,65 Mbitis
Argentina (19) 1,55 Mbit's
Mexico (14) 1.49 Mbitis
Brazil (5) 1.38 Mibitls
Malaysia (28) 1.19 Mibit's
Peru (38) 1.17 Mbits
South Africa (45) 1.07 Mbit's
Philippines (17) 0.90 Mbit's
China (1) 0.86 Mbits
Kazakhstan (44) 0.85 Mibits
Egypt (28) 0.83 Mbit's
India (4) 0.52 Mbitis
Pakistan (24) 0.72 Misitis
Venezuela (34) 0.72 Mbit's
Indonesia (16) [l 0.63 Mbivs
Migeria (10) 050 Mbivs
Iran {13) [l0.41 Mbit's

cn for o www.pingdom.com
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————— Forwarded Message -----
From: U.S. Department of State <dv(@greencard-org.com>
To: XXX
Sent: Tuesday, September 6, 2011 3:04 PM
Subject: U.S. Department of State - United States Permanent Resident Card for XXX

Your registered name XXX is included to show this message originated from U.S. Depart-
ment of State. U.S. Department of State notifies XXX of being selected as a winner of the Di-
versity Visa program.

Dear XXX, You are one of the 50,000 winners selected by the computer random draw from
the 12.1 million entries registered in the Diversity Immigrant Visa Program . The Diversity Im-
migrant Visa program is a United States congressionally-mandated lottery program for receiving
a United States Permanent Resident Card. It is also known as the Green Card Lottery.

Processing fees

Type of Residence Card Status Amount (per person) United States Permanent Resident Card
Granted! - Waiting for payment of processing fee $879 Processing fees Included Total $879
Although the Diversity Visa participation was free, the law and regulations require to every
diversity visa winner to pay a visa processing fee of $879. The Diversity Visa(Green Card) is
guaranteed upon receiving the payment.

The per person fee for each Diversity Visa is $879, payable in U.S. dollars or equivalent of
your local currency. This $879 fee is the only fee a winner needs to pay throughout the entire
relocation process.

Accompanying family members(wife/husband, fiancee, brothers, sisters, childrens, cousins)
may be included in the program and their visas will be provided at the same time with yours so
you can travel/move together in the same time. However the fees must be paid per person and
each member(e.g wife, brother, parents, childrens, cousin) must pay $879. There is no discount
for childrens.

Please note that you are allowed to take with you as many family members you want. How-
ever for each person you must pay an additional amount of U.S $879

For example if you decide to move in the United States with your wife and a kid the total fee
is US$879(your fee) + US$879(your wife) + US$879(your kid) = US$2637.
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1. Packet spoofing
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1. Session Hijacking
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1. Denial of service attacks
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Warning: Visiting this site may harm your computer!

The website at ;" suommon appears to host malware — software that can hurt your computer or otherwise
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Welcome to Secunia Online Software Inspector (OSI)
Scan Now

The Sscunia Online Software Inspector will inepect your oparating system and software
for insecure versions and m security wpd - & default inspection normally lasts
5-40 seconds, whila & tharough inapectisn may take several minukes.

Detection Statisties: | Stat | | sep |

13 Applications Detected in Total
4 Insecurs Versions Detected
11 Patchad Versions Datected

Scan Options:
Running For:
7 Minutes, 43 Seconds V] Enable therough system inspection
] pisplay only insecure programs
Errors with the scan:
O Errera Detected, scan result
ghauld ba corract

Status f Currently Processing:
SivWindows\SoftrareDistri...003_none_&70636a39d28c33a ——

= ll Adobe Resder 9.3 9.0.0.332

| This installation of Adobe Reader 9.x is insecure and potentially exposes
,  your system to security threasts!

Thae detected verzion installed on your system iz 9.0.0.332. however. the latest
patched version relessssd by the vendor, fixing one or mors vulnerabilitiss, is
2.3.0.0.

Installed on Your Systemn n
CrProgram Files\Adoba' dar 9.0 dar Acrofd3 2 e

€D Adobe Flash Player 9.x $.0.124.0 (Activex) 2

This installation of Adobe Flash Player 9.% is insecure and potentially
axposes your system to security threats!

Tha detected varsion Installed on your system is 9.0.124.0 [ActiveX). howsvar.
tha latest patehead i & by tha dar, fixing ane or mons
vulnerabilities, i= 9.0.277.0 (ActiveX).

Update Instructions:

Bownicad
I lled on Your 5 i
Ci\Windows\SYSTEMIZ\Masromad\Flash\Flaahdf.oex

Google Chrome 5.x 5.0.375.86 >

This installation of Google Chrome S.x is i and Iy
your system to security threats!

The detected version installed on your system is 3.0.375.80. hovwever. th
patchad varsion relassed by the vendar, fixing sne of mere vulnerabilities. is
5.0.375.90.

Update Instructions:

I lled an Your Sy e
Crilsersinima‘AppDataiLocal\Temp'.\application datal\google\Chroma
WApplication'3.0.37 5. 88\chroms.dll

d: Sum Jave JRE 1.6.% / 6.% 6.0.170.4 -
This installation of Sun Java JRE 1.6.x f d.x is In and W
exposes your system to security threats!

r

The detected version installed on your system is 6.0.170.4. however. th tent
patchad vearsion relassesd by the vendor. fixing one or mora vulnerabilitias, is
6.0.200.2.

Update Instructions:
Bormlond
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TrueCrypt , BitLocker to Go
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B TrueCrypt Volume Creation Wizard

Encryption Options

—Encryption Algarithm
AES ;I Test
ggrspe.-.t n 1998) that may be
Twofish agencies to protect

evel, 256-bit key,

AES-Twofish-Serpent Frrzgim=ims

Serpent-AES

Serpent-Twofish-AES Benchmark |

Twofish-Serpent

—Hash Algorithm

ISH.-'-\—S 12 'l Information on hash algorithms

Help | < Back I MNext > I Cancel
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SQL injection

Cross-Site Scripting (XSS)

HTTP Response Splitting

Open Redirect

Command Injection

Code Injection

Directory Traversal

XPATH Injection

LDAP injection

Forced Browsing

Blind SQL Injection
:,\:;fnum,i,'G\;U'u:;l,:@awd\l{a{uﬁoﬁjows)p,;%wuu@j_

http://www.imperva.com/docs/HII_An_Anatomy of a SQL Injection Attack
SQLi.pdf

https://www.owasp.org/index.php/XSS_(Cross_Site Scripting) Prevention_Cheat
Sheet

http://vimeo.com/28268598

http://www.slideshare.net/eoftedal/avoiding-cross-site-scripting-not-as-easy-as-you-
might-think

http://www.slideshare.net/fmavituna/how-to-detect-xss

http://resources.infosecinstitute.com/http-response-splitting-attack/

http://www.slideshare.net/innotech_conference/owasptop-10

http://www.acunetix.com/websitesecurity/cross-site-scripting.htm

http://www.cgisecurity.com/xss-faq.html

http://www.net-security.org/dl/articles/Javascript malware.pdf

http://www.blackhat.com/presentations/bh-europe-08/Alonso-Parada/Whitepaper/
bh-eu-08-alonso-parada-WP.pdf

http://www.acunetix.com/websitesecurity/directory-traversal.htm
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https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
http://vimeo.com/28268598
http://www.slideshare.net/eoftedal/avoiding-cross-site-scripting-not-as-easy-as-you-might-think
http://www.slideshare.net/eoftedal/avoiding-cross-site-scripting-not-as-easy-as-you-might-think
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http://resources.infosecinstitute.com/http-response-splitting-attack/
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http://www.acunetix.com/websitesecurity/cross-site-scripting.htm
http://www.cgisecurity.com/xss-faq.html
http://www.net-security.org/dl/articles/Javascript_malware.pdf
http://www.blackhat.com/presentations/bh-europe-08/Alonso-Parada/Whitepaper/bh-eu-08-alonso-parada-WP.pdf
http://www.blackhat.com/presentations/bh-europe-08/Alonso-Parada/Whitepaper/bh-eu-08-alonso-parada-WP.pdf
http://www.acunetix.com/websitesecurity/directory-traversal.htm
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activescanzo

Check whether your PC has
been infected by the Mariposa

-
B Scan your PC now
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Panda Security =S & jlPanda Active Scan . s }Q:JT A

:wJDT
http://www.pandasecurity.com/homeusers/solutions/
activescan/
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]

e iy

e 200 8 -

[ Chunc o e hatnt wivus el sgryssars chafirations bafoes runing & achacduled s

[Tt then schumched scan arky s ey compuber 8 o buk ok e
[El Ut CPU g drng s i S0 -

Bitdefender =5 ,& ;| Online Bitdefender s 55 =T ¥

http://www.bitdefender.com/scanner/online/free.html : . 5T
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BitDefender Online Scanner

Belefender website | Ondne Scawner FAD | Dowrldads | Product Comparniaon
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Please read and accept the terms of use of this software.
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ESET® Online Scanner

ESET 4 Ol S0l il 30 @ noilnl Bl 850 SdfaeTratin] whebTibd S Rl oo Sormpulad
o W LA i A Wi PR B FeE e o B0 e T et
Thep Bdf pded A 0Barird PALNIMEDA et Sl SCOn0! b v o Ll Ch

ShWT e el 3000 o 0o pniles Comgule w0 Begn

Bepiduid @ wiad Tb Sames ThEGET8ATSE MCh0b5 & ESET S Sadnliuns (e o0t Te
EIET Crdr So00nad 100 M1 Tl 05 GSHT 303 O 300 Math TRl Thd 00 O 100800
Evt f plod Pl Sty Rufes] SN0 SAhird et aem Gt ESET 2 Onlesd S200wid 3% Yo

mraghl B Surpnged M what jou Ind

ESET proscingdy probilhl - i DDty Sl - mmddd Indrp Top s Tuin denty S Do (xchacl

O vE5.0 scoept B Terms of e

O bowrw Enrtain

O+ Dhec [ Fsa

Pl Setigee? . Thipa Gty . Paripry

-

O System Requrements Dol BFaa



http://cainternetsecurity.net/entscanner/
http://www.eset.com/us/online-scanner/

&byl oo d Coel www.tavaana.org SA ¢

TrendMicro &S, jlhousecall y ST uy 55 5T .2

http://housecall.trendmicro.com/ : . ;5T

¥ Trend Micra HowseCall

@ HouseCall™

,—m . framios som E e
"\ 1
B 2. Fix Problems s 3. Review Results
et sarid y /

Trend Mars HouseCal quickly and easly remines viruses,
Spyware, asd cther threats, even i your computer i

aingady prolecied by ansther securty sokben @

The Trend Wicre Smar Probecion Nebwork ensunes that -

il BERCH SIOVIOED T Chon B B

P st threats Sattings..

Chek Sean Now o begr
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RGATH
Trend Micro oo, et ection rabe matuaes? THINK

Ranked #1 in Malware Protection. | o= RANKED #1 @ =il

See independent results.
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r Summary
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Antivitus @ stateful
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™ Matwarebytes’ Anti-Matware

J

Malwarebuytes’

Scannet | Protection = Update = Quaantine | Logs | lgnorelist | Seltings Mare Tools = About

. Secanner
-i The scanner can find and remove malicious software present on your system. Please select 2 scan type and
—A click 'Scan’. Please close 3l unnecessary applications to improve scan performance.

Please select a scan type below.

® Perform quick scan
A quick scan utiizes owr unique fast scanning technology to scan your system for malcious software.

O Perform full scan
A full scan will zcan all fles on the selected dive(s) A quick scan is recommended in most cases.

) Perform flash scan
A fash scan wall analyze memony and autorun objects. It is only avalable to our hcensed users.
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m Full system scan b Stant
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. = Fewer detals &
Soen mode Mot
Scan areas A4 hardheks, Roofids (uck scan), Auto-stert progrims and moduess losded i memory
Schedus: [
Scan AP o0 Tumow
—
e Removable media scan b St
" More detaly ¥

}. Select folder to scan b Stant
t’.\ Performa & Custom fokder arted).
More detels ¥
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Computer status - Protected
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[F]Run & schaduled scan on my compater (recommendad)

Scan type: Mum v:

When: [ sunday v

found: |2:00AM

[] Chack; For the Latest d g 4 scheduled scan

[ Start the scheduled scan only when my computer is on but it in use

[ ik CPU wsage during scanto: | S0%. v
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A¥G Ant Virus Free Edition 2011
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@  You are protected

Security components and status overview
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Revident Shiskd E-mail Scanner Update Manager
G have G Actve G A
7, Update now
— 7 Liceme Anti-Rootkit N PC Analyzer
S0 Gaave G hctrve 1D Anslyss requred

Iddentity Protection

naw)

\VG Internet Security 2011
g protection for everything you do.

. — Upgrade
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Avira Anti¥ir Personal - Free Antivirus i i ] B9

I- R' Avira AntiVir Personal - Free Antivirus I~

Please use this dialogue to decompress the installation files
of the program and to start the actual installation routine.

The PersonalEdition Classic already includes a valid license
so there is no need for you to install a separate license file
during the installation. If at a later point in time you decide
you need more features then you can easily upgrade to the
PersonalEdition Premium that is available in our online-shop.

For security reasons please make sure that the program
archive that you are about to decompress is an original file by
Avira GmbH.

¢ . =

More Than Security Copyright ® 2000 - 2009 Avirs GmiH. All rights reserved ;I
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B Ad-Aware |Z| [Z|
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Ad-Aware® Free

IN SECURITY

Scan  Ad-Watch  Extras

Web Update Scan System Ad-Watch Live!
Status: OK Status: OK Real-time Protection: On
Upgrade to Ad-Aware Pro for only $9.95
I you shop or pay bills online, you need the extra layer of e Click here for support
ion that Ad-Aware Pro provides. Save 67% on Complete

Internet protection]
Hurry, i mited time offer
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Panda Cloud antivirus

Installation options

t language: English

tan allation folder.

C:\Program Files\Panda Security\Panda Cloud Antiviru: [ Change...
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MNorton Power Eraser

Ready For Computer Restart

The following items will be removed during restan of your computer.

System Settings (1

RESTART LATER
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B PC Tools | Spyware Doctor

TrvtelliGuard Settings Support Tooks

Protection Summary Protection Status

Threats Detected: 532 v Balanced Mode Protection is ON

Scans Performed: 15

IntelliGuard Protection
Hems: Seannect 7,562 ] — m‘
Database Updates: 20 Start Scan Now m ‘
l

Subscription: Expires in 323 dayis) [Fe— Mead mora protactiont__v.
e [LESERSLLIIENp Did you know? New iruses are discovered every 5
Last Sean: Less than 1 hour ago minides. Make sure you'e protected by scheduling
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Report Card 2 MyAccount O Smart Update
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Privacy manage
Control what information you share.
Account security hide:
Control your browsing and login sequrity

Secure browsing (https)

Browse Facebook on a secure connection (https) whenever possible

Login notifications

When an unrecognised computer of device tries to SC08sS my SCoount:
Send me an email

7] Send me a text message

Login approvals (7]
When an unrecognised computer or device tries to access my acoount:
[¥] Require me to enter a security code sent to my phone

Save
Your recognised devices:
Device name Time saved
Today at08:45 Remove

Account activity
View your recent account activity. If you notice an unfamiliar device or location, dick "end activity™

Note: Locations and device types reflect our best guessas based on your ISP or wirsless carrier.
Most recent activity

Location Unknown location (4aproximate)
Device type  Firefox on Win7
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Posts by me & Friends only +

Defauk setting for posts, inchding status updates and photos

rami
Relationships
Interested in & Friends only +
Bio and favorite quotations & only me «
e
Religious and political views & Friends only +
sty
Places you check in to
Include me in "People here now" after I check in Enable

Visible to friends and people checked in nearby (See an example)

Edit privacy settings for existing photo albums and videos.
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e |
4 Back to privacy

On Facebook, your name, Profile pcture, gender and networks are visible to everyone (Leam why). Also, by
default, apps have access to your friends kst and any information you choase ta share with everyone.

You can change what you share with 2pps using these settings:

Apps you use You have tumed off al platform apps, games and websites. Bﬁm
o Turn on platform apps.

Information accessible
through your friends

Game and app activity

Instant personalisation
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